Product Name: Cyberoam CR10iNG UTM Firewall
Manufacturer: Cyberoam
Model Number: CR10iNG

Cyberoam CR10iNG UTM Firewall

The Cyberoam CR10iING UTM Firewall are Unified Threat Management NG series
Next-Generation network security appliances that include UTM security features and performance
required for future networks. The NG series for SOHO offer &ldquo;the fastest UTMs made for
SMBs&rdquo; to small offices. The best-in-class hardware along with software to match, enables
the NG series to offer unmatched throughput speeds, compared to any other UTM appliance in
this market segment. This assures support for future IT trends in organizations like high-speed
Internet and rising number of devices in organizations &ndash; offering future-ready security for
small office networks.

Cyberoam CR10iNG Administration &amp; System Management Features

» Web-based configuration wizard

* Role-based Access control

 Support of API

 Firmware Upgrades via Web Ul

* Web 2.0 compliant Ul (HTTPS)

« Ul Color Styler

« Command Line Interface (Serial, SSH, Telnet)
* SNMP (v1, v2, v3)

* NTP Support

 Multi-lingual support: English, Chinese, Hindi, French, Japanese
» Cyberoam Central Console/CCMS (Optional)

With Cyberoam NG series, businesses get assured Security, Connectivity and Productivity. The
Layer 8 Technology treats User-ldentity as the 8th Layer or the HUMAN layer in the protocol
stack. It attaches User-ldentity to security, which adds speed to an organization&rsquo;s security
by offering instant visibility into the source of attacks by username rather than only IP address.
Cyberoamé&rsquo;s Extensible Secur i ty Archi tecture (ESA) suppor ts feature enhancements that
can be developed rapidly and deployed with minimum efforts, offering future-ready security to
organizations.

Cyberoam CR10iNG - Technical Specifications

UserAuthentication

* Internal database

« ADIntegration with support for OU-based Security Policies
» Automatic Windows Single Sign On

 External LDAP/LDAPS/RADIUS database Integration
* Thin Client support

* RSASecurlD support

» User/MAC Binding

* SMS(Text-based)Authentication

« Layer 8 Identity over IPv6

* SecureAuthentication &ndash;AD, LDAP, Radius

* Clientless Users

« Authentication using Captive Portal

Logging/Monitoring

 Real-time Logging and Monitoring
* Log Viewer - IPS, Web filter, Anti-Virus, Anti-Spam, Authentication, System and Admin Events



« Forensic Analysis with quick identification of network attacks and other traffic anomalies
* Syslog support

« 4-eye Authentication

IPSecVPNClient**

« Inter-operability with major IPSec VPN Gateways
* Import Connection configuration

Certification

* ICSA Firewall - Corporate

» Checkmark Certification

* VPNC - Basic and AES interoperability

« IPv6 Ready Gold Logo

* Global Support Excellence - ITIL compliance (ISO 20000)

Hardware Specifications

« Memory 1GB
 Storage 4GB

Compliance

*CE
*FCC

Power

* Input Voltage 100-240 VAC

» Consumption 13.2W

« Total Heat Dissipation (BTU) 45
Dimensions

*HXW x D (inches) 1.35 x 8.75 x 6.8
*HXWxD(cms)3.43x22.23x17.3

* Weight 1.10 kg, 2.42 Ibs
Environmental

» OperatingTemperature 0 to 40 &deg;C

« StorageTemperature -25 to 75 &deg;C
* Relative Humidity (Non condensing) 10 to 90%

Price: £228.80



