Product Name: Cyberoam CR35wi UTM Firewall Gateway Total Value Subscription License
Manufacturer: Cyberoam
Model Number: 01-TVS-PRC-0035wiNG-01

Cyberoam CR35wi UTM Firewall Gateway Total Value Subscription License

The Cyberoam CR35wi UTM TVS License offers assured security, connectivity and productivity to
Small Office-Home Office (SOHO) and Remote Office-Branch Office (ROBO) users by allowing
user identity-based policy controls. This Cyberoam CR35wi Wireless UTM Firewall Total Value
Subscription includes Anti Malware, Anti Spam, Web and Application Filter and Intrusion
Prevention System.

Cyberoam TVS Specification

Gateway Anti-Virus &amp; Anti-Spyware

* Virus,Worm,Trojan Detection &amp; Removal

» Spyware, Malware, Phishing protection

» Automatic virus signature database update

* Scans HTTP, FTP, SMTP, POP3, IMAP, IM, VPN Tunnels
« Customise Individual user scanning

« Self Service Quarantine area

» Scan and deliver by file size

« Block by file types

» Add disclaimer/signature

Gateway Anti-Spam

* Real-time Blacklist (RBL), MIME header check

* Filter based on message header, size, sender, recipient
* Subject line tagging

* [Paddress Black list/White list

* Redirect spam mails to dedicated email address

» Image-based spam filtering usingRPDTechnology

* Zero hour Virus Outbreak Protection

« Self Service Quarantine area

» Spam Natification through Digest

* IPReputation-based Spam filtering

Intrusion Prevention System

« Signatures: Default (3000+), Custom

« IPS Policies: Multiple, Custom

« User-based policy creation

 Automatic real-time updates from CRProtect networks
* Protocol Anomaly Detection

» DDoS Attack prevention

Web Filtering

« Inbuilt Web Category Database

* URL, keyword, File type block

» Categories: Default(82+), Custom

* Protocols supported: HTTP, HTTPS

» Block Malware, Phishing, Pharming URLs



» Schedule-based access control

 Custom block messages per category

* Block JavaApplets, Cookies,ActiveX

» CIPA Compliant

« Data leakage control via HTTP, HTTPS upload

Application Filtering
* Inbuilt Application Category Database
* Application Categories e.g. Gaming, IM, P2P, Proxy: 11+

* Schedule-based access control
* Block

» P2P applications e.g. Skype

* Anonymous proxies e.g. Ultra surf
* "Phone home" activities

» Keylogger
« Layer 7 (Applications) &amp; Layer 8 (User - Identity) Visibility

Price: £330.00

Options available for Cyberoam CR35wi UTM Firewall Gateway Total Value Subscription License :

License Needed
1Year, 2 Years (+£248.00), 3 Years (+£429.00).



